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IM PHOVEMEHTS I M OR RELftTIHR TO RADIO COHMUWICATIOW SYSTEMS 
This invention relates radio communication systems • 
A large proportion of tactical radio coimnnni cation is 
provl<?ed by ogulpment vhioh operates in the 30 to 76HH& VHF 
band* Typically this equipment employs narrow band frequency 
modulation appropriate to radio channel bandwidths of 25KHz. 

Considerable attention is being given to organis^.ng 
tactical radio communications so that electronic jamming can 
be resisted. One established technique is the use of 
frequency hopping in which the radio frequency used for 
communication is rapidly hopped in a random manner go that 
jammers will be forced to possess an even rore commensurate 
degree of agility before they cin expect to »eatch and find 
the victim radio channel before it «ias hopped again. 

The application of frequency hopping techniques to a 
radio communicfition organisation involves a considerable 
increase In radio equipment complexity and the distribution of 
frequency hopping code and timing information throughout the 
rAdlo network, which gives rise to a requirement for increased 
levels of management and organisation prooecure, and these 
problems tend to increase as hopping rates are increased* 
However^ the use of low hopping rates - Klo^ hoppitig ^ can be 
expected to. provide little protection against the next 
generation o£ agile jammers which are likely to be designed to 
suppress even relatively fast hopping systems* Therefore^ 
there could be distinct advantages to be corf^rred on a 
frecjuency hopping systism which could be configured to hop at a 



Flow rate and yat ba invulnetable even to fast following 
jammers. It is an object of i.he present invention to provide 
such « system i 

2«ccording to the present invention « r^.dio coin«iiJnic«tioii 
system comprises apparatus arranged for signal transmission 
in one or the other o£ two modes, the first mode comprising a 
frequency modulation mode for the transmission of ln£;)rmation 
at a carrier frequency which is changed or hopped and the 
second mode comprising an amplitude modulation mode for the 
transmi&jsion of data wherein the carrier frequency of 
transmitted bits is changed or hopped from bit to bit 
according to a predetermined sequence or pattern. 

According to one embodimenL of the present invention a 
radio coituiiunication system compriso? apparatus arranged for 
the tr^nsinicslon of data in one or the other of two modes ^ 
the first mode comprising a frequency modulation mode for the 
transmission of information at a carrier firoguency which is 
changed or bopped and the second mode comprising an amplitude 
mt^dulatlon mode for the transmiBsion of data at a bit rate 
corresponding to the hopping rate wherein the carrier 
frequency of transmitted bits is hopped from bit to bit 
according to a predetermined sequence or pattern, which 
corresponds to the frequency hopping sequence or pattern 
utilised for ^he transmission of information in the first 
modoi 

Preferably the hopping rate is arrangeci to be regular 
whereby transmissior. is effected at each selected frequency 
for the s^mo dwell period before hopping to the next 
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frequency is effected. 

Thus it will be c;prr€ci9tod that data trancmlsslon In the 
second mode comprises transmi ttln<j a signal at a eelec^i.ed 
carrier frequency (which may or may not itself be frequency 
Knodulated} thereby to indicate a '1* biti the absence o£ a 
signal expected at a &QlecHei2 frequency being indicative of a 
'0^ bit, or visa versa. 

According to one embodiment of the invention insane may be 
provided responsive to a jamming or interferring signal for 
changing the system automatically frcn the first to the second 
mode or recponsive to the jamming signal for indicating that 
such a change might be deeicablei 

The crux of a nystem according to this invention is that 
it should be capable of operating with normal traffic signals 
in an unjaramed environment and that it should operate with ^ 
reduced traffic rate when it irj expo^ied to heavy jamming. Let 
us consider firstly a conventional frequency modulated radio 
link which provides normal traffic signals at 16Kb/s. If thit. 
link la now made to frequency hop at a relatively low rate of 
say ten hops per seconJIr then in order to maintain normal 
traffic, it would dwell on each of its , frequency channels for 
approximately one tenth of a second while transmitting its 
normal 16Kb/s information. (Note that the bit rate over the 
radio link may have to be increased slightly beyond 16Kb/s in 
order to compensate for the small interruption of 
cORicrunication which must occur whilst the radio UnK is 
changing between two frequencies)* Ifr now, the radio link is 
exposed to severe jamming so that the normal traffic 
information is obliterated at the victim receiver, then the 



link nay chanae to a difference mode o£ operation, in which the 
prefftr.ce ot a binary '1' way be indicated by the whole of the 
tranamiseion during the dwell on a radio frequency (£or a 
duration of one tenth of a second) and a binary 'O' by no 
transinission during the dwell on that frequency, (or 
vice-versa)' This mode effectively corresponds to amplitude 
iiwdulation at the hopping ra*-.e. In this situation, even the 
use of a (future) ultra fast following jammer will only &fisiflt 
the radio link transmission, since the :>amnier cannot radiate a 
signal into the link frequency channel should a binary '0' be 
transmitted unless either he knows the hopping code or barrage 
jamming is eroployt?d. In effect, when the link is being used 
in a low (hopping) rate aingalling mode (the second mode), 
following Jammers serve only to amplify wanted radio link 
tranamissionst 

Note that in this low rate a.m. second mode of operation 
of the link, uhe transmitter will only be radiating for# on 
average, half the time, since it may be assumed that the 
average number of 'Is* and 'Os' are equal. If the following 
jammer detects this mode of operation It would logically stop 
jamming in order to avoid re-transmlsaions of the victim radio 
links low rate infnrmation. In this situation there are two 
possibilities* either it can be arranged for the radio link to 
transmit at a spurious frequency when a binary '0' Ih 
signalling bo that the jammer never knows when the llflk is 
operating in the a.m. mode, or it can be arranged for the 
jatamec to recognise the a«m, mode of operation so thftt it 
stope jamming? th*! link can then be restarted so as to 



opecate b^cX in the full traffic mode* This leaves the jammer 
with the choice of either not jamming the link &t all or 
enhancing the range of low rate transmissions. The preceding 
logic r:fisames that the radio link transmitter cati, as 
reguire'i, transmit FM at the norinal (or leas than normal) 
traffic rate while operating in the a«ni« mode* 

Some embodiments of the invention will hereinafter be 
described by way of example with reference to the accompr.ny ing 
drawings in which $ 

Figure 1 is a block schematic diagram of a signal 
transmission system and 

Figure 2 is a block schemacic diagram of the receiver of 
an alternative signa? transmissic/n fiyetem^ 

In order to implement the invention^ a standard ftm< 
receiver may be modified to operate in the a»m« mode in tvo 
different way5« For the best anti- jamming performance an 
additional n'"row band IF amplifier and filter may be provided 
to minimise Lhe effective RF bandwidth of the link« Ideally, 
the synthesiser associated with this narrow band IF should be 
capable cf operating with a reduced channelling op^jopriate to 
the reduced IF bandwidth. A possible block diagram of such a 
system is shown ir. Figure 1* 

Referring now to Figure 1 the system comprises a 
transmitter ccmprining a frequency modulation unit and 
synthesiser 1 arrisnged to feed a transmission aerial 2 via a 
power amplifier 3» The synthesiser 1 is fed with normal 
modulation signals via line 4 and with frequency hopi^ing 
control signals via a £rc<3ucney hopping control unit 5< The 
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frequency hopping control unit 5 is operetefi urtJer the control 
of 6 bopping clock (not shown) which proviaea toe the 
«r«q«idncy hopping control unit a hopping clock signal via line 
6. In order to facllicate a.m* mocle operation « switch 7 is 
provided via which d.m. modulation eignala are fed fror. a 
message transfer unit 6 which receives «l*o signals from the 
hopping clock via line 9 end when the switch 7 Is closed Mi 
nodulatlcn is effected at a bit rate determined by the hopping 
clock. Operation Is illustrated in this mode by means of 
inset waveform diagram 10. Apparatus in the receiver '^r^r 
receiving signals from the transmitter comprises an RF 
amplifier and frequency conversion unit 11 fed from a receiver 
aerial 12, the BF amplifier and frequency conversion unit 
includi.ig a synthesiser which is fed from a frequency hopping 
control unit 13, The frequency hopping control unit is 
operated in synchronism with the frequency hopping control 
unit 5 under control of a hopping clock (not shown) signals 
from which ere fed to the control unit 13 via a line 14. 
Output signals from the BP amplifier an^ conversion unit 10 
are fed to an l.F« stage and frequency demodulator iS which 
provides on outpuc line 16 demodulated signals when the system 
is operated in a first f.n. hopping mode. 

Output signals from the unit 10 are fed also to an IT 
amplifier and AM detector 17 » output signals from the AM 
cletector 17 being fed to a gate IB which is closed when all 
'I's ere detected by a bit detector 19. When the gate 19 Is 
open aignals are fed t(/ 9 message transfer unit 20 operated 
synchronously with the hopping clock by means of a signal 
applied chorcto on line 21. 
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An alternative, simplified approach is possible 
comprising a receiver as ^hown in Figure 2 where a single 
conventional IF amplifier and filter Lb used which feeds both 
a corventional f.m. dificriminatpr and a parallel a.m. 
detector • The narrow bandwidth appropriate to the a.m. mode 
of operation i» achieved using a low pass filter following the 
a<in. detector. This particular configuration will exhibit the 
same processing gain to jamming as the conventional receiver 
provided the bandwidth of the jamming signal is restricted to 
thai oH the low rate a.m. operation. 

Referring now to Figure 2 the receiver comprises an RF 
amplifier/frequency conversion unit 22 including a aynthc^iser 
which is operated under control of the frequency hopping 
control unit 23, Output signals from the RF 

amplifior/frequency converter 22 are fed to an IF stage 24 and 
from the IF etage to a frequency demodulator 23 on the one 
hand and an a.m. detector and low pasa filter 26 on the other 
hand. Output signal* from the frequency demodulator 25 are 
provided on line 27 and comprise normal baseband traffic 
signals whereas output signals from the a.m. detector and low 
pass filter 26 are fed to an all 'I's detector 2B and a gate 
29 which operate in combination as described in connection 
with the all 'I'a detector 19 and the gate 18 shown in Figure 
1. Output signals from the gate 29 arc fed to a message 
transfer unit 30. 

Change of mode of operation from the f.m. mode to the 
a.m. mode may be indicated by a change froM a constant stream 
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o£ binary U's ftoiti the output of the a.m. detector to a 
randomly fluctuating stream c*. intermingled 0"fi. 

note that, if deaired, operation of a hopping link in the 
a*m. Hkode need not be restricted to lov rate hopping. The 
Btm principles would apply if the link were hopped at high 
rate, when more information could be transmitted ovrer the link 
when subjected to severe jamming. It can be expected that 
such a system would be more expensive than the low rate system 
and woi'ild require more coaple* control. 

When the link is operated in the a.m. mode the 
Information bandv/idth ie approximately equal to the hopping 
rate. Therefore, low rate hopping may be used to provide an 
enhanced radio range relative t.^ the normal rate signalling 
mode of operation when no jamming :3 present, since, in the 
low re;te moJe, the receiver effective noise bandwidth may be 
reduced from its normal value (15RH« channelling) down to that 
appropriate to the low hopping rate. 



-9- 



CLAIMS 

1. According to th© presei^t Invention a radio eoiwnunicatlon 
8y«l'«iA comprises apparatus arr^-nged for signal transjinission In 
one or other of two moOies/ the first mode coniprtsing a 
frequency modulation mode for th«) trMSmission of information 
at a carrier frequency which is chang*id or hopped and the 
second mode comprising an amplitude modulation mode for the 
transmission ot data wherein the carrier frequency of 
transmitted bits is changed or happed from bit to hit 
according to a predetermined sequence or pattern* 

2 m a radio comnnuni cation system as claimed in claim 1 
comprising apparatus arranged for th-f transmission of daca in 
one or the other of two modes^ the first mode comprising a 
frequency mcdulaticn mode for the transmission cf information 
at a carrier frequency which is changed or hopped and the 
second mode comprising an amplitude modulation mode for the 
transmission of date at a brt rate corresponding to the 
hopping rate wherein the carrier frequency of transmitted bits 
is hopped from bit to bit according to a predetermined 
sequence or pattern which corresponds to the frequency hopping 
sequence or pattern utilized for the transmission of 
information in the first mode-. 

3* A radio communication system as claimed In claim 2 
wherein the hopping rate is arranged to be regular whereby 
transa»i£iSion is effected at each frequency for the 
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same dwell period before hopping to the n©Kt frequency ia 
effected. 

4, A r'ia^o communication system «s cleimed in any preceding 
claim wherein means «re provided for changing automatically 
the operational mode of the system from the first mode to the 
second mode in response to the detection o£ an inter£errli9 
signal. 

5, A radio communicfltion systein as claimed in any of claims 
1 to 3 vherein means are prcvidea responsive to an 
interferring signal for indicating that a change from one mode 
to the other woulJ be desirable • 

6, A radio communicatioA system as claimed In claim 1 

and siibstant'.al]y as hereinbefore described with reference to 
the dravjings. 
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1, A radio conununic»tlon system oomprleing apparatus 
arratiged for signal transmission in one or other of two modes, 
the firat mode comprising a frequency modulation mode for the 
transmiseion of information at a carrier frequency which is 
changed or hopped and the second mode comprising an amplitude 
modulation mode for the transmission of data wherein the 
carrier frequency of transn^itted bits is changed or hopped 
from bit to bit according to a predetermined seqaenoe or 
pattern. 

2, A radio communication system as claimed in claim 1 
compriaing apparatus arranged for the transmission of data in 
one or the other of two modest the first mode comprising a 
frequency modulation mode for the transmission of Information 
at a carrier frequency which is changed or hopped and the 
second mode comprising an amplitude modulation mode for the 
tranamisslon of date at a bit rate corresponding to the 
hopping rate Wherein the carrier frequency of transmitted bits 
is hopped from bit to bit according to a predetermined 
sequence or pattern which corresponds to the frequency hopping 
sequence or pattern utilised for the transmission of 
information in the first mode. 

3, A radio communication system as claimed in claim 2 
wherein the hopping rate ia arranged to be regular whereby 
tranaii^ission is effected at each frequency for the 



bame dwell period before hopping to the next frequency is 
ef fected« 

4i A r^idio commuaicQticn system as claimed in any pteceding 
claim therein m^ans are provided for changing automatically 
the operational mode of the systejn from the first mode to the 
second wode if\ response to the detection of an interferring 
signal » 



5* A radio communication system aa claimed in any of claims 
1 to S '^herein means ate pt-ovideH responsive to an 
interferring signal for indicatirig that a change from one mode 
to the other would be desirable. 

6» A radio communi:;ation system as claimed in claim 1 

and substant UUy as hereinbefore described ^^ith reference to 

the drawings. 
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